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Why payments on the web are 
broken



Payments on the Web are broken

The idea behind x402 is: Traditional payment systems haven’t kept up with the Internet.

We still rely on cards, bank transfers, accounts, subscriptions, and credentials - tools that barely evolved 

despite 30 years of digital transformation.

Maybe broken is a too strong word but payments can really be improved.



What’s wrong with payments?

● Payments are slow (days if you wait for settlement)

● Fees are high (0.20% to 1.5%)

● Integrations are painful and expensive

● Global interoperability is still limited



Not designed for automation

And they are not made for software and AI agent.

Those software and agents may need to buy: 

● Information (example: scientific papers)

● Ressources (example : GPU or servers)

● Data (example: weather prediction or market data)

● Digital services throw API (example: service to extract data from image)



Hard to monetize digital services

On the other side, it’s also difficult for developers, companies, or AI agents providing services to monetize 

them.

● You must create accounts

● Fill out forms

● Integrate heavy billing platforms

● Handle subscriptions, invoices, and fraud checks

● Pay lots of fees!



Time for a fix

Paying or getting paid online remains unnecessarily complex, costly, and fragile. 

Peoples want:

● Instant, low-cost payments
● Native to the web (no need of complex/specific SDK…)
● Interoperable
● Without accounts, subscriptions, credentials or friction
● Usable by humans, applications and AI

Note: x402 is not only about making it easy for AI to pay for something.



What x402 is and why it matters



What x402 is

x402 is an open protocol proposed by Coinbase that brings native payments to the Web by reviving the 

long-forgotten HTTP status code: HTTP 402 - Payment Required.

For humans, software, or AI agents, it defines a standard way:

- For servers to request a payment.

- For clients to pay.



How x402 works (High level)

You already know HTTP codes:

● 200-OK → page exists and loads

● 404-Not Found → the page doesn’t exist and a message is usually displayed

● 500-Server error  → the server encountered an error

but 402-Payment Required has existed since 1996... and was never used!

x402 turns this unused status code into a real payment mechanism native to the Web.



How x402 works (High level)

When a client access a paid resource on the web, like: https://www.x402.org/protected:

● The server responds with the code: HTTP 402 - Payment Required.
And display a machine-readable payment requirement (json).

● With its wallet, the client creates and signs a digital check corresponding to the payment requirement.
The client calls again https://www.x402.org/protected and includes the signed digital check.

● The server validates the payment, get paid and, if everything is ok, grant access to the ressource.

https://www.x402.org/protected
https://www.x402.org/protected


Why x402 is a breakthrough

With x402, you can pay or be payed for resources:

● Without a bank account

● Without a credit card

● Without subscriptions

● Without API keys

● Without intermediaries



How x402 works



The stablecoins



Stablecoins, something fundamental for x402

A stablecoin is a cryptocurrency pegged to a real currency, like the US dollar.

Example: 1 USDC by Circle always worth exactly $1.

They combine:

● The stability of traditional money

● The programmability of digital assets

Think of USDC as a programmable, dollar-denominated account you can use anywhere on the internet.



How stablecoins actually work

● Circle issues USDC through an ERC-20 contract on chains like Ethereum, Base, Solana…

● If you give Circle 1 real USD, they mint 1 USDC and send it to your wallet.

● Circle keeps your USD in reserves (bank accounts + short-term US Treasuries).

● On-chain, you can now instantly use your USDC for: payments, trading, lending, deposits, 

microtransactions…

● At any time, you can redeem your USDC for real USD thanks to Circle.



The signed payment authorization (EIP-3009)



EIP-3009: “Transfer With Authorization”

Instead of broadcasting a transaction like we often do with blockchains, the client signs an off-chain 

authorization.

It’s like a digital check:

● It specifies who pays, who receives, and how much

● It includes a validity window (validAfter / validBefore)

● It includes a nonce to prevent replay

● It is signed using the user’s private key



EIP-712 defines how structured data should be encoded and signed.

"EIP712Domain":[

 {"name":"name","type":"string"},

 {"name":"version","type":"string"},

 {"name":"chainId","type":"uint256"},

 {"name":"verifyingContract","type":"address"}

],

"TransferWithAuthorization":[

 {"name":"from","type":"address"},

 {"name":"to","type":"address"},

 {"name":"value","type":"uint256"},

 {"name":"validAfter","type":"uint256"},

 {"name":"validBefore","type":"uint256"},

 {"name":"nonce","type":"bytes32"}

]



The actors in the process



The actors in x402

1. The Client: A human, application, backend, or AI agent requesting the resource

2. The Server: The service providing the resource

3. The Facilitator: A specialized server that verifies, executes, and settles the payment on-chain

4. The blockchain: Where the payments are made



The facilitator



What is a Facilitator?

A facilitator is a specialized server responsible for verifying, executing, and settling x402 payments on 

the blockchain.

It handles all the blockchain complexity so the client and server don’t have to

● Clients don’t need to send blockchain transactions and manage/pay fees

● Servers don’t need private keys or connect to a blockchain via a node

● Facilitator take care of complexities linked to blockchain and gas payment



The process
/ step 1
/ client requests a paid resource on a server 
without providing a payment



X402 payment flow

1



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
{

  "x402Version": 2,

  "error": "PAYMENT-SIGNATURE header is required",

  "resource": {

    "url": "https://api.example.com/premium-data",

    "description": "Access to premium market data",

    "mimeType": "application/json"

  },

  "accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ],

  "extensions": {}

}



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
{

  "x402Version": 2,

  "error": "PAYMENT-SIGNATURE header is required",

  "resource": {

    "url": "https://api.example.com/premium-data",

    "description": "Access to premium market data",

    "mimeType": "application/json"

  },

  "accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ],

  "extensions": {}

}

Ressource description you try to access



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
{

  "x402Version": 2,

  "error": "PAYMENT-SIGNATURE header is required",

  "resource": {

    "url": "https://api.example.com/premium-data",

    "description": "Access to premium market data",

    "mimeType": "application/json"

  },

  "accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ],

  "extensions": {}

}

A payment requirement



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
"accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ] Scheme: the specification of how the payment must be made

https://github.com/coinbase/x402/blob/main/specs/schemes/exact/scheme_exact_evm.md


Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
"accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ] Network: the blockchain network to use



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
"accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ] Amount: the amount (in unit) to pay



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
"accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ] asset: the contract managing the asset we will pay for (example: USDC)



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
"accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ] payTo: the adresse who should receive the fund



Step 1: Client requests a paid resource on a server without providing a payment

GET https://api.example.com/quote?lvmh
"accepts": [

    {

      "scheme": "exact",

      "network": "eip155:84532",

      "amount": "10000",

      "asset": "0x036CbD53842c5426634e7929541eC2318f3dCF7e",

      "payTo": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "maxTimeoutSeconds": 60,

      "extra": {

        "name": "USDC",

        "version": "2"

      }

    }

  ] maxTimeoutSeconds: how long this payment authorization will be valid



The process
/ step 2
/ client generates a payment payload



X402 payment flow

2



Step 2: Client generates a payment payload

{

  "x402Version": 2,

  "resource": {

    "url": "https://api.example.com/premium-data",

    "description": "Access to premium market data",

    "mimeType": "application/json"

  },

  "accepted": {

…

  },

  "payload": {

    "signature": "0x2d6a7588d6acca505cbf0d9a4a227e0c52c6c34008c8e8986a1283259764173608a2ce6496642e377d6da8dbbf5836e9bd15092f9ecab05ded3d6293af148b571c",

    "authorization": {

      "from": "0x857b06519E91e3A54538791bDbb0E22373e36b66",

      "to": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "value": "10000",

      "validAfter": "1740672089",

      "validBefore": "1740672154",

      "nonce": "0xf3746613c2d920b5fdabc0856f2aeb2d4f88ee6037b8cc5d04a71a4462f13480"

    }

  },

  "extensions": {}

}



Step 2: Client generates a payment payload

"payload": {

    "signature": "0x2d6a7588d6acc…7d6da8dbbf5836e9bd15092f9ecab05ded3d6293af148b571c",

    "authorization": {

      "from": "0x857b06519E91e3A54538791bDbb0E22373e36b66",

      "to": "0x209693Bc6afc0C5328bA36FaF03C514EF312287C",

      "value": "10000",

      "validAfter": "1740672089",

      "validBefore": "1740672154",

      "nonce": "0xf3746613c2d920b5fdabc0856f2aeb2d4f88ee6037b8cc5d04a71a4462f13480"

    }

  }

Payload: the “cryptographically signed digital check”



The process
/ step 3
/ client calls the server with the payment in 
the header



X402 payment flow

3



payment-signature=ewogICJ4NDAyVmVyc2lv
biI6IDEsCiAgInNjaGVtZSI6ICJleGFjdCIsCiA
gIm5ldHdvcmsiOiAiYmFzZS1zZXBvbGlhIiwKIC
AicGF5bG9hZCI6IHsKICAgICJzaWduYXR1cmUiO
iAiMHgyZDZhNzU4OGQ2YWNjYTUwNWNiZjBkOWE0
YTIyN2UwYzUyYzZjMzQwMDhjOGU4OTg2YTEyODM
yNTk3NjQxNzM2MDhhMmNlNjQ5NjY0MmUzNzdkNm
RhOGRiYmY1ODM2ZTliZDE1MDkyZjllY2FiMDVkZ
WQzZDYyOTNhZjE0OGI1NzFjIiwKICAgICJhdXRo
b3JpemF0aW9uIjogewogICAgICAiZnJvbSI6ICI
weDg1N2IwNjUxOUU5MWUzQTU0NTM4NzkxYkRiYj
BFMjIzNzNlMzZiNjYiLAogICAgICAidG8iOiAiM
HgyMDk2OTNCYzZhZmMwQzUzMjhiQTM2RmFGMDND
NTE0RUYzMTIyODdDIiwKICAgICAgInZhbHVlIjo
gIjEwMDAwIiwKICAgICAgInZhbGlkQWZ0ZXIiOi
AiMTc0MDY3MjA4OSIsCiAgICAgICJ2YWxpZEJlZ
m9yZSI6ICIxNzQwNjcyMTU0IiwKICAgICAgIm5v
bmNlIjogIjB4ZjM3NDY2MTNjMmQ5MjBiNWZkYWJ
jMDg1NmYyYWViMmQ0Zjg4ZWU2MDM3YjhjYzVkMD
RhNzFhNDQ2MmYxMzQ4MCIKICAgICAgfQogIH0Kf
Q==

Step 3: Client calls the server again with the payment in the header

{

  "x402Version": 2,

  "resource": {

…

  },

  "accepted": {

…

  },

  "payload": {

…

  },

  "extensions": {}

}

Base64



Step 3: Client calls the server again with the payment in the header

GET/quote?lvmh HTTP/1.1

Host: api.example.com

payment-signature: =ewog...H0KfQ==



The process
/ step 4
/ server calls facilitator verify service



X402 payment flow

4



Step 4 call: Payment and payment requirements are sent to the facilitator on /verify

{

  "paymentPayload": {

    "x402Version": 2,

    "resource": {

…

    },

    "accepted": {

…

    },

    "payload": {

…

    }

  },

  "paymentRequirements": {

…

  }

}

POST https://faciltiator.mogami.tech/verify



Step 4 result: Facilitator returns the result to the server (it checks amount, balance, addresses…)

{

  "isValid": false,

  "invalidReason": "insufficient_funds",

  "payer": "0x857b06519E91e3A54538791bDbb0E22373e36b66"

}

POST https://faciltiator.mogami.tech/verify



The process
/ step 5
/ server process the request



X402 payment flow

5



The process
/ step 6
/ server calls facilitator settle service
/ facilitator interacts with the blockchain



X402 payment flow

6



Step 6: Payment and payment requirements are sent to the facilitator on /settle

{

  "paymentPayload": {

    "x402Version": 2,

    "resource": {

…

    },

    "accepted": {

…

    },

    "payload": {

…

    }

  },

  "paymentRequirements": {

…

  }

}

POST https://faciltiator.mogami.tech/settle



If everything is ok, the facilitator will:

● Contact a node corresponding to the network chosen

● Creates a transaction and call the contact with the signed transfer with authorization

● Retrieve the blockchain transaction id

Facilitator interacts with the blockchain



X402 payment flow

6



Step 6: Facilitator response 

{

  "success": false,

  "errorReason": "insufficient_funds",

  "payer": "0x857b06519E91e3A54538791bDbb0E22373e36b66",

  "transaction": "",

  "network": "eip155:84532"

}

POST https://faciltiator.mogami.tech/settle



The process
/ step 7
/ server returns response to client



X402 payment flow

7



Step 7: Settlement response encoded in payment-response header  

{

  "isValid": true,

  "payer": "0x857b06519E91e3A54538791bDbb0E22373e36b66"

}

POST https://faciltiator.mogami.tech/settle



The Mogami x402 stack



Why Mogami?

When x402 was released, I immediately wanted to understand it deeply and the best way to understand a 

protocol is to build with it.

Our working hypothesis: Companies using Java will want a reliable, production-grade Java stack for 

x402.

Our goal: To be the best open-source Java stack for x402.



Mogami stack



Great start - didn’t last long… results visible on https://www.x402scan.com/facilitator/mogami

https://www.x402scan.com/facilitator/mogami


Use cases for APIs, applications, 
and users



I think x402 is not something users will notice but developers, applications, and AI agent will love it.

● No visible UI

● No account creation

● No subscription flows

● No checkout experience

We’re still very early (exists only since May 6, 2025)



Use cases for APIs



Use cases for APIs

APIs become instantly monetizable with x402

● Access to better, premium data (High-quality datasets, not just free/public ones)

● Get anything on demand (Token price, scientific abstract, sum up)

● Pay-per-query data providers (Financial, weather, sentiment, social media)

● Composability of data sources (Mix data, produce new ones and sell them)

x402 turns any API into a monetizable service with “zero” billing infrastructure.



Use cases for applications



Use cases for applications

Applications gain new capabilities with x402

● Access specialized AI models on demand (fine-tuned open-source model for a niche domain: law, 
medicine, finance, biology…)

● Model marketplace aggregation (LLM → classifier → voice → image)

● Composable compute (GPU, storage, vector search across vendors)



Use cases for users



● Buy digital content instantly (Articles, PDFs, tutorials, video minutes, research papers)

● Micropayments finally work (Paying 1 cent for an article is ok)

● Global by default (no fees or complexity)

● Personal agents acting on your behalf (While you are away doing something else, your own AI 
assistant could check price of hotels and wait until the price you want, sell some of your stocks and pay the 
room)

● No account creation (more privacy, less hack)

Use Cases for users



What’s next?



Discovery & Trust Between 
Agents



ERC-8004: Trustless Agents

EIP-8004 defines a standard way to:

● Identity Registry with a link to and Agent Registration File (Endpoints, capabilities, description…)

● Reputation Registry (Other agents can submit feedback signals)

● Validation (Proofs of correct execution with, for example, Trusted Execution Environment)



https://www.8004scan.io

https://www.8004scan.io


x402 is not only for crypto



x402 is not only for crypto

You can have schemes for other type of payments.

Someone made a “hacked” Stripe payment with x402:

https://x.com/jordanjhamel/status/1927740226174398771

https://x.com/jordanjhamel/status/1927740226174398771


Batch & cross chain payment



Batch & cross chain payment

Two problems: Each chain has its own USDC liquidity and there are lots of small payments (each one with 

fees). 

To solve this, Circle made a gateway proposal for x402.

Payments could become:

● Multi chain (Burn on the source chain / mint on the destination chain)

● Nearly instant (no per-payment on-chain transaction)

● Nearly gasless (settlement is batched under the hood)

https://github.com/coinbase/x402/issues/447


Chargeback



Chargeback

For now, it’s not possible but some peoples are working on a scheme for it.

Still complicated, especially with malicious AI Agent, as it’s a quite humain process.



Extensions



Extensions

The protocol now supports extensions.

Without upgrading the protocol, features can be added like sign-in-with-x or payment-identifier.

https://github.com/coinbase/x402/blob/main/specs/extensions/sign-in-with-x.md
https://github.com/coinbase/x402/blob/main/specs/extensions/payment_identifier.md


Questions & Answers



Things to see

● View applications, transactions, facilitators: https://www.x402scan.com

● Follow https://x.com/TheGreatAxios for it’s “x402 Weekly Wrap Up”.

https://www.x402scan.com/
https://x.com/TheGreatAxios


Thank you!

Stéphane Traumat - Mogami - stephane.traumat@mogami.tech

https://mogami.tech/
https://mogami.tech/
mailto:stephane.traumat@mogami.tech
https://mogami.tech/

